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Assessment Instructions

Task Overview

This Portfolio assessment is divided into five (5] parts. Read the simulated environment set-up and resource
information in Part A and complete the associated tasks in Parts B, C, D and E. Portfolio tasks include
completing hands-on practical tasks in a simulated workplace environment, documenting processes and
capturing screenshot evidence of the tasks performed.

Please provide all required screenshot evidence and written responses in the spaces provided.

Important: Before commencing your work, you must update your Student name and Student numberin the
footer from page 2 onwards.

Additional Resources and Supporting Documents
To perform the tasks in this skills assessment, you will need to have a simulated environment set up. Refer to
this module's learning topic, ‘Simulated environment set-up’ for the required resources and set-up instructions.

Assessment Information

Submission

You are entitled to three (3] attempts to complete this assessment satisfactorily. Incomplete
assessments will not be marked and will count as one of your three attempts.

All questions must be responded to correctly to be assessed as satisfactory for this assessment.

Answers must be typed into the space provided and submitted electronically via the Learning
Platform. Hand-written assessments will not be accepted unless previously arranged with your
assessor.

Reasonable adjustment

Students may request a reasonable adjustment for assessment tasks.

Reasonable adjustment usually involves varying:

- the processes for conducting the assessment [e.g. allowing additional time]

- the evidence gathering techniques [e.g. oral rather than written questioning, use of a scribe,
modifications to equipment]

However, the evidence collected must allow the student to demonstrate all requirements of the unit.

Refer to the Student Handbook or contact your Trainer for further information.

Bt Please consider the environment before printing this assessment.
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Part A: Simulated environment set-up and resources

All tasks in this assessment refer to a simulated environment where conditions are typical of a work
environment that is experienced in the information and communications technology [ICT] field of work. The
scenario relates to a fictitious retail business organisation called 'AUS Retail'.

Read the case study scenario carefully before completing the tasks in Part B.

Al. Simulated environment access and set-up instructions
e Company background

AUS Retail started as a single retail store based in Sydney, NSW. They now have retail store locations across
several other states and territories in Australia, and the business continues to grow.

The company manages a large volume of sensitive data, including customer information, financial
transactions, inventory details, and employee records. To ensure the security of this data and maintain the
trust of its customers, AUS Retail needs to implement robust network security measures.

e Yourrole

You work at AUS Retail as a Network Administrator. You are responsible for selecting, operating and testing an
array of networking tools to maintain the network security of the existing network.

e Work environment
To carry out the assigned job tasks you must have access to a simulated environment that consists of two (2]
virtual machines (Kali Linux and Metasploitable2) that are connected via a virtual network.

e Areliable internet connection
e A computerinstalled with an operating system having hardware virtualisation capabilities (i.e. the ability
to run virtualisation software such as Oracle Virtual Box, Hyper-V, VMWare Workstation Player etc.]
Refer to Introduction to virtualisation [linkedin.com] and Setting up a virtual lab [linkedin.com]
o Access to a ‘Kali Linux VM’ - This is a virtual machine [VM] for conducting threat data gathering
activities
o Download ‘Kali Linux VM' virtual image from Get Kali | Kali Linux [Long URL:
https://www.kali.org/get-kali/#kali-virtual-machines]
o Foravirtualisation platform of your choice, refer to the relevant documentation to set up and
open the ‘Kali Linux VM’. Virtualisation | Kali Linux Documentation
o Forexample, if you have installed ‘Oracle Virtual Box’ on your computer, and you want to set up
‘Kali Linux VM’ as a guest Virtual Machine, you should refer to Kali inside VirtualBox [Guest VM] |
Kali Linux Documentation (Long URL: https://www.kali.org/docs/virtualization/install-virtualbox-
guest-vm/]
o Referto the access credentials of the virtual machine at Kali's Default Credentials | Kali Linux
Documentation [Long URL: https://www.kali.org/docs/introduction/default-credentials/]
o Referto the LinkedIn Learning video on |Installing Kali as an appliance [linkedin.com]
o Forfurther information on how to use the tools available in Kali Linux refer to Kali Tools | Kali
Linux Tools
o Access to ‘Metaspoitable VM’ - This is a web server with built-in vulnerabilities for testing.
o Download ‘Metasploitable2’ virtual image from Metasploitable - Browse /Metasploitable? at
SourceForge.net
o Referto the LinkedIn Learning video on: Installing Metasploitable from a virtual disk
linkedin.com] to install and set-up this VM.
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https://www.linkedin.com/learning/introduction-to-kali-linux-for-penetration-testing-and-ethical-hacking/introduction-to-virtualization?u=2091708
https://www.linkedin.com/learning/introduction-to-kali-linux-for-penetration-testing-and-ethical-hacking/setting-up-a-virtual-lab?u=2091708
https://www.kali.org/get-kali/#kali-virtual-machines
https://www.kali.org/get-kali/#kali-virtual-machines
https://www.kali.org/docs/virtualization/
https://www.kali.org/docs/virtualization/install-virtualbox-guest-vm/
https://www.kali.org/docs/virtualization/install-virtualbox-guest-vm/
https://www.kali.org/docs/introduction/default-credentials/
https://www.kali.org/docs/introduction/default-credentials/
https://www.linkedin.com/learning/introduction-to-kali-linux-for-penetration-testing-and-ethical-hacking/installing-kali-as-an-appliance?resume=false&u=2091708
https://www.kali.org/tools/
https://www.kali.org/tools/
https://sourceforge.net/projects/metasploitable/files/Metasploitable2/
https://sourceforge.net/projects/metasploitable/files/Metasploitable2/
https://www.linkedin.com/learning/introduction-to-kali-linux-for-penetration-testing-and-ethical-hacking/installing-metasploitable-from-a-virtual-disk?resume=false&u=2091708
https://www.linkedin.com/learning/introduction-to-kali-linux-for-penetration-testing-and-ethical-hacking/installing-metasploitable-from-a-virtual-disk?resume=false&u=2091708

A2. Industry software packages

You must use the following industry software packages to carry out the job tasks assigned to you.

e Web browsing software (e.g. Microsoft Edge, Firefox, Chrome, Safari]
e Microsoft Office software [e.g. WORD, Excel]
o APDF reader

e Network vulnerability scanning software
o CLl tools [nmap, nikto]
o OWASP-ZAP

Part B: Assess hardware quality standards

To complete this part of the assessment, you are required to:

o follow the instructions in Part A1to setup the ‘Kali Linux’ virtual machine in the simulated environment
o perform the tasks within the ‘Kali Linux’ virtual machine following organisational procedures.

Scenario:

You have been provided with a computer installed with the ‘Kali Linux’ operating system to run the required
command-line tools for network security testing. Prior to using this hardware equipment you need to assess
whether it has the required hardware specification to be able to conduct the tests successfully.

The recommended/minimum hardware specification according the work brief is as follows:

o RAM/Memory: 2GB
e Processor: 32 or 64-bit CPU with a minimum 2 GHz of speed or better.
e Anethernet controller

Organisational procedure for installing and running hardware quality assessment software

o To check for hardware quality in a system and to conduct hardware benchmark tests, the tool ‘hardinfo’
needs to be available in the ‘Kali Linux VM’.

Procedure to install ‘hardinfo’:

HardInfo - Community Help Wiki [ubuntu.com]

e Toinstall the ‘hardinfo’ tool, execute the following command at the shell prompt.
sudo apt install hardinfo

o Touse the ‘hardinfo’ tool, execute the following command at the shell prompt.

hardinfo

Task B1 - Obtain hardware equipment specifications

Obtain information about the ‘Kali Linux' machine’'s processor, memory and network adaptor [Ethernet
controller] specifications following organisational procedures.

Provide evidence of completing this task in ‘Table 1" by including:
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https://help.ubuntu.com/community/HardInfo

a. three (3] screenshots showing ‘Kali Linux’ machine’s hardware specifications for the processor, memory
and Ethernet controller.
b. asummary of the hardware specifications and a brief outline of your assessment of whether the quality

standard of the hardware is sufficient for conducting security tests. (Word count: 35-55 words]

Note: Your screenshots should clearly indicate the details of identified hardware equipment.

Evidence of performing task :

Assessor instructions: Students must demonstrate their ability to:

e correctly identify the computing hardware component specifications

e assess hardware the quality standard according to the work brief [recommended/minimum hardware
specification] provided in the scenario

e interpretinformation from the test results obtained and explain how the quality standard of the

hardware was assessed. The interpretation is likely to include different wording than the sample answer
provided. However, the acceptable responses must:

o be within the specified word limit

o reflect the characteristics described in the exemplar answer.

A sample answer is provided below.

Table 1 - Answer table for Task B1

Criterion

Processor
specification
of ‘Kali Linux’
machine.

Screenshot evidence

i Kali-Linux [Running] - Oracle VM VirtualBox

File Machine View Input

S EmEP o

Devices Help

= Devices - Processor - System Information

Information View Help

Refresh E'l} Generate Report Copy to Clipboard

= Computer

Package Information
@ summary

'I,‘.r Operating System

4 KernelModules

Q Boots

|® Languages

&3 Filesystems

= Display

@ Environment Variables
= Development

v Package Information
Name
Topology
Logical CPU Config
= * Clocks
f§ USB Devices 0.00-0.00 MHz
& Printers
m Battery
I nstruction)
@™ Input Devices Level 2 (Unified)
- D rmas e w
Done.

11th Gen Intel(R) Core(TM) i5-1145G7 @ 2.60GHz 0:0 0 1497.60 MHz

11th Gen Intel(R) Core(TM) i5-1145G7 @ 2.60GHz
1 physical processor; 1 core; 1thread
1% 1497.60 MHz

Ix

Tx 48KB (48KB), 12-way
Ix 32KB (32KB), 8-way

Ix 1280KB (1280KB), 20-way set-associative, 1024 sets

hief £ 1B 91 @ @ right crl
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Criterion

Screenshot evidence

Memory @
specification
Of ‘Kall LinUX' Devices - Memory - System Information
. v Help
maChIne rate Report Copy to
MemTotal Total Memory 2014536 KiB
g System Free Memory
4 Kernel Modules
@ Boots
| Languages
[E] Envirenment Variables
. Development
144896 KiB
¥ Processor 48 KiB
& Memory Mlocked 48KiB
§# PCl Devices
fj USBDevi
& Printe
® Battery
.-:{i I‘nputDew’ces
- —
Done.
&P S| Eid g @@ rohtcr
Ethernet fll Kali-Linux [Running] - Oracle VM VirtualBox — O 'Y
File Machine View Input Devices Help
controller BoaPodrl-|1 2 3 4|~ O 4 A QNS a e
SpeCIflcatlon w Devices - PCI Devices - System Information
. L. y _ Information View Help
Of Ka[l LInUX Refresh rate Report Copy to Clipboard
machine. omputer Host bridge _82441FX PMC [Nator
ISA bridge e ra 2 ] SA oma/Triton I]
IDE interface el Corporation 82371AB/EB/MB P DE (rev 01) (prc
VGA compatible controller  VMware SVGA Il Adapter (prog-if 00 [VGA controller])
Ethernet controller Intel Corporation 82540EM Gigabit Ethernet Controller
System periph: InnoTel mber
Multimedia audio controller Intel Corpor
USB controller Apple Inc. KeyLargo/Intrepid USB (prog-if 10 [OHCI])
EEH\)HDHH\EH[V.}HBMES Bridge Intel Corporation 82371AB/EB/MB P! Pl{rev08)
# Dev opment SATA controller Intel Corporation 8280THM/HEM (ICH8M/ICH8M-E) SAT
formation
& D Intel Corporation 82540EM Gigabit Ethernet Controller (1
¥ Processor Ethernet controller
@& Memory 0
t&! PCl Devices function 0,3,0
F USB Devices Vendc Intel (www.intel.com)
& Printers OEM Vendor Intel (www.intel.com)
® Battery
. Sensors
.-Fi Input De
-
Done.
a5 )& @ richtcoi
Interpretation | Sumnmary of the hardware specification of the Kali Linux VM:
and outcome | processor: 11 Gen Intel® Core™ i5-114567 @ 2.60GHz
of the result:
RAM: 2048MB
Ethernet controller: Intel Corporation 82540EM Gigabit Ethernet Controller
The current equipment’s hardware specification meets the specifications provided in the work
brief.

Assessor instructions: Assessors are to indicate the task result as Satisfactory [S] or Not Yet Satisfactory [NYS].
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Assessor comments:

s LI NYS

Task B2 - Run a hardware benchmark test

Run a hardware benchmark test to check ‘Kali Linux” machine’s ability to perform ‘Blowfish’ encryptions using
the organisation’s recommended tool.

As evidence of performing the task, you must provide:

a. ascreenshot of the completed benchmark test under ‘Evidence of performing task:’ section.
b. a brief outline of your understanding of the benchmark test results. (Word count: 35-55 words]

Evidence of performing task :

Assessor instructions: Students must demonstrate their ability to:
e runabenchmark test to assess the hardware quality standard using the organisation’s recommended
tool.

e interpretinformation from the test results obtained and explain how the quality standard of the
hardware was assessed. The interpretation is likely to include different wording than the sample answer
provided. However, the acceptable responses must:

o be within the specified word limit
o reflect the characteristics described in the exemplar answer.
A sample answer is provided below.

[l Kali-Linux [Running] - Oracle VM VirtualBox - o X

Benchmarks - CPU Blowfish - System Information

Intel(R) Pentium(R) 4 CPU 2.
T1th Gen Intel(R) Core(TM) i5-1145G7 @ 2.60GHz

Intel(R) Pentium(R) 6GH

00.00 MHz
00.00 MHz

4 GPUD

Done.

& O 58 Gl@ Blrohecol
E—

Brief explanation of the benchmark test:

According to the benchmark test specification, the results are provided in seconds. The lower the numeric
value for the result of the current machine’s CPU (which is 11th Gen Intel Core i5, as highlighted in the
screenshot] is better for handling Blowfish encryptions.

Assessor instructions: Assessors are to indicate the task result as Satisfactory (S) or Not Yet Satisfactory [NYS]).
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Assessor comments:

s LI NYS

Part C: Run command-line tools

To complete this part of the assessment, you are required to:

o follow the instructions in Part A1to setup the ‘Metasploitable’ virtual machine in the simulated
environment

e use appropriate technological tools [network, hardware, software and operating systems] within the
simulated environment

¢ inthe event of network connectivity issues in the simulated environment, use problem solving
techniques to analyse outcomes and manage the simulated environment network.

Note: Ensure that both the ‘Kali Linux VM" and ‘Metasploitable VM’ are running before doing the tasks.
Do the following tasks by writing command-line text within the Kali Linux GUI environment.
C1. Check network connectivity of the Kali Linux VM with the Metasploitable VM.

Note: Write the command-Lline using the required command options to ensure that:

e anechorequestis sent from the Kali Linux VM only five (5] times and does not run continuously by
default.

o asuccessful echo reply is received from the target machine. If not, you need to use problem-
solving techniques to find and resolve the issue.

C2. Check routing information in the Kali Linux VM.

Note: Writing and running this command should result in obtaining the routing information of your virtual
network. If the command fails to show this information, you will need to use problem-solving techniques to
find and resolve the issue.

C3. Trace route trace information from the Kali Linux VM to the Metasploitable VM.

Note: Writing and running this command should result in obtaining the routing trace information to the
caorrect target machine. If the command fails to show this information, you will need to use problem-
solving techniques to find and resolve the issue.

C4. Check DNS server configuration details in Metasploitable VM, from the Kali Linux VM.

Note: Writing and running this command should result in obtaining DNS server confiuration information fro
the correct target machine. If the command fails to show this required information, you will need to use
problem-solving techniques to find and resolve the issue.

Provide 1-4 screenshots as evidence of performing tasks C1-4. Your screenshot(s]) should clearly indicate the
written command-line text and the result of running command-line.

C5. If you encountered any issues while doing tasks C1-4, provide a brief explanation of:

e the problem and what it was
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o what actions were taken to fix the problem
[Approximate word count: 35-65 words]
Provide screenshot evidence here.

Assessor instructions: Students must demonstrate their ability to run the required commands successfully in
the ‘Kali Linux VM'.

A sample screenshot is provided below.

i Kali-Linux [Running] - Oracle VM VirtualBox — O *

File  Machine View Input Devices Help
B ERPRori| 2 3 ¢ A B8

kali@lkali: ~

File Actions Edit View Help

@ byte packets

opcode: QU H
rd ra ad; QU 9, ADDITIONAL: ©

el o158 G & @ right cul

Brief explanation of problems encountered and how it was fixed:

Assessor instructions: Students must demonstrate their ability to:
e clearly articulate the problem, what it was and what actions were taken to fix the problem.

e the explanation is likely to include different wording than the sample answer provided. However, the
acceptable responses must:
o be within the specified word limit
o reflect the characteristics described in the exemplar answer.

Characteristics of the response are as follows:
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e issues encountered when writing command-line text, due to:

o notusing the correct command-line syntax when writing the commands

o notusing the correct command-line options to get the desired result,

o not consiering case sensitivity when writing command-line text

o notusing the correct IP address of the target machine when writing the command-line text.
e problem solved network connectivity issues occurred due to:

o errors in setting up the virtual machines and their network configuration in the simulated
environment

o the two virtual machines being in different virtual networks in the virtualisation platform
Fixes applied:

e Followed command-line syntax rules when writing command-line text
e Fixed network adapter configurations in the host/target machine.
e Restarted the machine(s]

Assessor instructions: Assessors are to indicate the task result as Satisfactory (S] or Not Yet Satisfactory [NYS].

Assessor comments:

s LI NYS

Part D: Apply organisational procedures

To complete this part of the assessment, you are required to perform the tasks within the ‘Kali Linux’ and
‘Metasploitable’ virtual machines in the simulated environment following organisational procedures.

Scenario:

AUS Retail had recently noticed an increase in suspicious network activity and wants to proactively gather
threat intelligence to bolster its security posture.

Therefore, you are planning to use network tools in order to gather the required threat intelligence data.
To prepare for the network threat investigation you are now required to follow the organisational procedures.

Tasks:

Note: Ensure that both the ‘Kali Linux VM’ and ‘Metasploitable VM are running. Then perform the following
preparation tasks following the given Organisational procedures for each task.

Task D1: Enable firewall logging

The ‘Metasploitable VM’ includes an operating system firewall ‘iptables’. Configure this OS Firewall to log all
incoming traffic.

Procedure to enable firewall logging:
To enable firewall loggin, execute the following command in the ‘Metasploitable2 VM’:

sudo iptables -A INPUT -j LOG - - log-prefix “#### Firewall ####"

As evidence of performing the task provide a screenshot of the command executed under ‘Evidence of
performing the task:’.
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Evidence of performing the task:

Assessor instructions: Students must follow the given organisational procedure and run the required
command successfully in the ‘Metasploitable VM'.

A sample screenshot is provided below.

P& Metasploitable [Running] - Oracle VM VirtualBox - m] X

File Machine View Input Devices Help

ontact: msfdevliatInetasploit.con

Login with msfadmninsmsfadnin to get started

etasploitable login: msfadmin

Last login: Tue Feb 13 17:56:21 EST 2024 on ttyl
Linux metasploitable 2.6.24-16-server #1 SMP Thu Apr 10 13:58:00 UTIC 2008 i6d6

The programs included with the Ubuntu system are free software;
he exact distribution terms for each program are described in the
individual Files in cfusr-sharesdocs=/copyright.

buntu comes with ABSOLUTELY NO WARBANTY, to the extent permitted by
pplicable law.

To access official Ubuntu documentation, please wisit:
http: - help.ubuntu.con

o mail.

sfadmin@metasploitable:”$ sudo iptables -A INPUT -j LOG —log-prefix "g###Firew
11#unu”

[sudo]l password for msfadmin:

sfadnin@metasploitable:™5

B o me @ | =i G @ Elrishtcol
Assessor instructions: Assessors are to indicate the task result as Satisfactory (S] or Not Yet Satisfactory [NYS].

Assessor comments:

s LI NYS

Task D2: Create a folder to store threat data logs
Create a dataset folder in the ‘Kali Linux VM’, to store threat data logs. All the log files that you’ll be gathering in
Tasks E1-4, must be saved in this folder.

You must follow the organisation’s policy for standard naming convension. An excerpt of this policy as it relates
to the given task, is as follows:

Policy: Standard folder naming convension

When creating a new folder to store threat data logs, the folder should be named as ‘Dataset-yyyymmdd’. For
example, if today is the 22" of February 2024, the folder name to be created is ‘Dataset-20240222".

As evidence of performing the task provide a screenshot of created folder under ‘Evidence of performing the
task:’.

Evidence of performing the task:

Assessor instructions: Students must follow the given organisational procedure to create the required folder in
the *Kali Linux VM'.

A sample screenshot is provided below.

ASSESSOR GUIDE CTSAS530 Use network tools

Page 11 of 22




EL )G Sl o

Assessor instructions: Assessors are to indicate the task result as Satisfactory (S] or Not Yet Satisfactory [NYS].

Assessor comments:

s LI NYS

Task D3: Install network vulnerability assessment software

To check for vulnerabilities in a system, the organisation requires the softwae tool ‘OWASP-ZAP’ to be available
in the ‘Kali Linux VM'. Install this tool according to the following installation procedure.

Procedure for installing OWASP-ZAP:

Follow instructions from the vendor to install ‘OWASP-ZAP’ tool on the ‘Kali Linux VM' ZAP - Download
Zaproxy.org

As evidence of performing the task provide a screenshot of the successfully installed software tool under
‘Evidence of performing the task:’.

Evidence of performing the task:

Assessor instructions: Students must follow the given organisational procedure to install the required software
toolin the ‘Kali Linux VM'.

A sample screenshot is provided below.

tew mnalyse Report Toals Import Export Onlne Help
= 1A daie Aazeelem
Quick Start 8 —Request +-Response & Requester 4

LI Welcome to ZAP

Contexts
Defaut Context Z&P is an easy to use integrated penstration testing to for finding winerabilties in web applications

& Sites It you are new to ZAP then I is Dest to STart with one of the o

-3
MerusExplore | Leam bors

Auromated Scan

M Histery ® Search [ Alerts Output  +
@ @ 7 Fiker; OFF ¢ Export &
D  Source  Req. Trmestamp  Method WAL Code Resson RTT Size Resp. Body Hghest Alert Mote “

Alerts [0 [0 {510 [0 Main Proxy: locahost:B080 Crrent Scans @0 0 ®0 30 @0 /
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https://www.zaproxy.org/download/
https://www.zaproxy.org/download/

Assessor instructions: Assessors are to indicate the task result as Satisfactory (S) or Not Yet Satisfactory [NYS]).

Assessor comments:

s LI NYS

Part E: Collect threat data using coommand-line tools

To complete this part of the assessment, you are required to use appropriate technological tools and software
within the simulated environment to run command-line tools.

Task E1 - Gather TCP/UDP open port data using ‘nmap’
a. Conduct a TCP port scan on the target/source machine ‘Metasploitable’, using the ‘nmap’ tool in ‘Kali
Linux'. The requirement and specification of this scan is to:
e use the TCP SYN scan technique
e probe open ports to determine service/version information
e enable 0S detection
e generate an output in XML format into a file called ‘nmap-tcpscan.xml'.

b. Conduct a UDP port scan using ‘nmap’ and save the output in XML format into a file called ‘nmap-
udpscan.xml’.

c. Provide evidence of completing this task in ‘Table 2’ by including:
e ascreenshot of the TCP port scan results
o ascreenshot of the UDP port scan results
e aninterpretation of the obtained results and a brief explanation of any issues detected. (Word
count: 75-100 words)]

Evidence of performing task E1:

Assessor instructions: Students must:
e perform the nmap scans using the correct command line options as shown in the screenshots
provided.
o sudo nmap -sS -sV -0 <target ip address> -0X nmap-tcpscan

o sudonmap -sU <Target IP Address> -0X nmap-udpscan.xml

Note: The students should use the ‘Metasploitable2 VM’ IP address as the target IP address,
according to the configuration of their simulated virtual environment.

e correctly interpret information from the scan results obtained and issues present. The
interpretation is likely to include different wording than the sample answer provided. However, the
acceptable responses must:

o be within the specified word limit
o reflect the characteristics described in the exemplar answer.

A sample answer is provided below.
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Table 2 - Answer table for Task E1

Criterion Screenshot evidence
TCP port scan g kali@kali: ~/Dataset-20231124
File Actions Edit View Hel
result: :
— -[~/Dataset-20231124
- 10.0.2.4 nmap-tcpscan.xml
Starting Nmap 7.94 ( https://nmap.org ) at 2023-11-23 22:48 EST
Nmap scan report for 10.0.2.4
Host is up (0.00062s latency).
Not shown: 977 closed tcp ports (reset)
PORT STATE SERVICE VERSION
21/tcp open ftp vsftpd 2.3.4
22/tcp open ssh OpenSSH 4.7p1 Debian 8ubuntul (protocol 2.0)
23/tcp open telnet Linux telnetd
25/tcp open smtp Postfix smtpd
53/tcp open domain ISC BIND 9.4.2
80/tcp open http Apache httpd 2.2.8 ((Ubuntu) DAV/2)
111/tcp open rpcbind 2 (RPC #100000)
139/tcp open netbios-ssn Samba smbd 3
445/tcp open netbios-ssn Samba smbd 3.X X gr : WORKGROUP)
512/tcp open exec netkit-rsh rexecd
513/tcp open login OpenBSD or Solaris rlogind
514/tcp open tcpwrapped
1099/tcp open java-rmi GNU Classpath grmiregistry
1524/tcp open bindshell Metasploitable root shell
2049/tcp open nfs 2-4 (RPC #100003)
2121/tcp open ftp ProfFTPD 1.3.1
3306/tcp open mysql MySQL 5.0.51a-3ubuntu5
5432/tcp open postgresql PostgresSQL DB 8.3.0 - 8.3.7
5900/tcp open vnc VNC (protocol 3.3)
6000/tcp open X11 (access denied)
6667/tcp open irc UnrealIRCd
8009/tcp open ajpl3 Apache Jserv (Protocol v1.3)
8180/tcp open http Apache Tomcat/Coyote JSP engine 1.1
MAC Address: 08:00:27:AE:24:D3 (Oracle VirtualBox virtual NIC)
Device type: general purpose
Running: Linux 2
0S CPE: cpe:
0S details: Linux 2.6. 2
Network Distance: 1 hop
Service Info: Hosts: metasploitable.localdomain, irc.Metasploitable.LAN; 0Ss: Unix, Linux;
CPE: cpe:/o:linux:linux_kernel
0S and Service detection performed. Please report any incorrect results at https://nmap.org/
submit/ .
Nmap done: 1 IP address (1 host up) scanned in 12.99 seconds
~/Dataset-20231124
UDP port scan "] kali@kali: ~/Dataset-20231124
result: File Actions Edit View Help

-[~/Dataset-20231124
nmap-udpscan.xml

Not shown:

open|filte

open
open
open|filtered
open
Address: 0! tAE: (Oracle VirtualBox virtuwal NIC)

Nmap done: 1 IP address (1 host up) scanned in seconds

Interpretation of These port scan results help identify whether any unwanted ports are open that are not

the obtained required for the operation of the web server [port 80, 443 are the required ports, anything else
results and issues | is not necessary and should be closed].
identified:

It is important to note that UDP scans can cause a lot of false positives. This happens when a
firewall blocks a single port, which gets falsely reported in the UDP scan as an open port.

Assessor instructions: Assessors are to indicate the task result as Satisfactory (S) or Not Yet Satisfactory [NYS]).

Assessor comments:

0s LI NYS
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Task E2 - Gather threat data from web server software using the tool ‘nikto’

Conduct a scan of the web server [i.e. metasploitable2 virtual machine) using the information gathering tool
‘nikto’ and save this information to a file called ‘nikto-webscan.csv' in CSV format.

Provide evidence of completing this task in ‘Table 3’, by including:

a. ascreenshot of the web scan results
b. aninterpretation of the obtained results, issues identified and a brief explanation of how this
information is useful when assessing software quality standards. [Word count; 85-115 words]
Evidence of performing task E2:

Assessor instructions: Students must:

e perform the web scan using the correct command line options as shown in the screenshots provided.
o nikto -h <target IP address> -0 nikto-webscan.csv -Format csv
Note: The students should use the ‘Metasploitable2 VM’ IP address as the target IP address, according
to the configuration of their simulated virtual environment.
[ ]

correctly interpret information from the scan results obtained and identified current issues. The

interpretation is likely to include different wording than the sample answer provided. However, the
acceptable responses must:

o be within the specified word limit

o reflect the characteristics described in the exemplar answer.

A sample answer is provided below.

Table 3 - Answer table for Task E2
Criterion Screenshot evidence

‘nikto ' Web i Kali-Linux [Running] - Oracle VM VirtualBox
scan result, File Machine View Input Devices Help
S EEPRO-| 2 3 4O

W kali(@kali: ~

File Actions Edit View Help

0 nikto-webscan.csv -Format

Target IP:

Target Hostname:

Target Port:

Start Time: 2024-01-03 18:56:21 (GMT-5)

(Ubuntu) D

see: https eveloper.mozill

. This could allow the gent to render th

= ntent the MIME type

web-vulner
+ Apache

sparker.com/

54). Apache 2.2.34 is the

er 'tcn' found, with contents
gotiation is enabled with Mult
. The following alternati
ou.php?id=4698ebdc59d15,htt

which allows attackers to easily b
were found: in hp . h
change.xforce.ibmcloud.com/vulnerabilities

Web Server returns a valid response with junk HTTP methods which may cause false positives

BoOEDS Dl Ile  rnc

Interpretation | Using the tool ‘nikto’ helps to identify details of the web service [scanning the web host 10.0.2.4
of the specifically the http port 80]
obtained
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Criterion Screenshot evidence

results and For example, according to the results obtained, this tool had identified vulnerabilities such as:
issues

identified: e outdated web server software [Apache]

e ‘The X-Content-Type-Options header is not set’ - The result further states that this could
allow the user agent to render the content of the site in a different fashion to the MIME
type.

By using Nikto to identify and mitigate security vulnerabilities, organisations can demonstrate
compliance software quality standards such as ISO/IEC 25010, (which include requirements related
to security], thereby ensuring that their software meets certain quality criteria, particularly in
terms of security.

Assessor instructions: Assessors are to indicate the task result as Satisfactory [S] or Not Yet Satisfactory [NYS].

Assessor comments:

s LI NYS

Task E3 - Gather alert data from a web application

Run an automated vulnerability scan of the web application hosted on the ‘Metasploitable2 VM’ using the
‘OWASP-ZAP’ tool installed on the ‘Kali Linux’ virtual machine and save this information to a file called ‘ZAP-
webscan.csv’ in CSV format.

Ensure that the scan tests for 3-5 different vulnerability tests such as SQL injection, cross-site scripting, code
injection, etc.

Provide evidence of completing this task in ‘Table 4’, by including:

a. 3-bscreenshots of the web scan results [i.e. the running scan, types of vulnerabilities tested and result
of the alerts captured)]

b. aninterpretation of the obtained results, issues identified and a brief explanation of how this
information is useful when assessing software quality standards. [Word count; 85-115 words]

Note: The scan will take a while to complete. Once you've captured enough amount of data and have scanned
for a variety of vulnerabilities, you may stop the scan, take screenshots and export the captured results.

Evidence of performing task E3:

Assessor instructions: Students must:

e perform the web scan using ZAP tool as shown in the screenshots provided.

Note: The students should use the ‘Metasploitable2 VM’ IP address to specify the attack URL, according
to the configuration of their simulated virtual environment.

e correctly interpret information from the scan results obtained. The interpretation is likely to include
different wording than the sample answer provided. However, the acceptable responses must:

o be within the specified word limit
o reflect the characteristics described in the exemplar answer.

A sample answer is provided below.
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Table 4 - Answer table for Task E3

Criterion Screenshot evidence

ZAP’ Screenshot 1- Running the scan using the web address using IP address

Vulnerab[llty [l Keli-Linux [Running] - Oracle VM VirtuzlBox - 0 x
File Machine View Input Devices Help

scan result:

Untitled Session - ZAP 2.14.0

File Edit View Analyse Report Tools Import Online Help
Standard Mode ~ |1 L3 EE- IR E = == ET Y- ) % @ moe e
@ Sites 4 ; 4 Quick Start #* = Request & Response ' Requester <=
LG
5 comoas < Automated Scan
(2] Default Context
@ Sites This screen allows you to launch an automated scan against an application - just enter its URL below and press
||~ =M ntep:j1002.4 ‘Attack.
1o 8 GET/ Please be aware that you should only attack applications that you have been specifically been given permission to
LY & attach test.
L U & bin
L1 # GET:dav
L dav URL to attack: http://10.0.2.4 | @ Select...
LY 8 dvwa Use traditional spider:
CIRY 4 edit Use ajax spider: with | Firefox Headless
LY #8 GET:geturl -
{0 @ icons Attack [] Stop
N inehidee Progress: Using traditional spider to discover the content
i History ~ © Search  [¥Alerts Output % Spider o D Active Scan 4
% New Scan Progress: 1: http//10.0.2.4 ~ O & Current Scans: 1 URLs Found: 5681 Nodes Added: 1908 & Export &
URLs  Added Nodes  Messages
Processed Method URI Flags [
[} GEl http:#/10.0.2 . 4/mutilidae/home/remastersys/images/...
@ GET http:#/10.0.2.4/mutilidae/home/remastersys/images/..
=] GET http:#/10.0.2.4/mutilidae/home/remastersys/images/..
=] GET http:#/10.0.2.4/mutilidae/home/remastersys/images/..
=] GET http:#/10.0.2 .4/mutilidae/home/remastersys/images/..
[~} GFT. httn /10 0 2 dfmutilidae/homefremastersys/imanes/ _
Alerts [0 U7 [0 10 [ 8 Main Proxy: localhost:8080 Current Scans 0 0 @1 20 @0 0 %0 ¥1
Bodg EBiREEsRcn

Screenshot 2 - Active scan progress

by http:/N0. Scan Progress
Progress Response Chart
Host: http://10.0.2.4
Strength Progress Elapsed Reqgs Alerts Status
Analyser 01:04.157 373
Plugin
Path Traversal Medium 04:23.603 1689 14 @
Remote File Inclusion Medium 12:39.588 6539 1 @
Heartbleed OpenSSL Vulnerability Medium 00:00.029 o] o] W
Source Code Disclosure - /WEB-INF folder Medium 00:00.078 7 0 ¥
Source Code Disclosure - CVE-2012-1... Medium 10:28.682 3299 33 ¥
Remote Code Execution - CVE-2012-1... Medium 17:58.179 5994 53 ¥
External Redirect Medium 72:24.000 20720 208 W
Server Side Include Medium 28:48.378 9812 0 W
Cross Site Scripting (Reflected) Medium 190:29.812 32225 716 W
Cross Site Scripting (Persistent) - Prime  Medium 15:19.876 2471 o] [
Cross Site Scripting (Persistent) - Spider Medium 11:38.679 3499 0 W
Cross Site Scripting (Persistent) Medium 00:25.100 0 0 W
SQL Injection Medium 94:30.874 57119 256 ¥
SQL Injection - MySQL Medium 25:46.349 17263 5 4
SQL Injection - Hypersonic SQL Medium 28:16.857 14822 0 4
SQL Injection - Cracle Medium 35:42.832 14832 1 W
SQL Injection - PostgreSQL Medium 32:40.167 12273 o] [
SQL Injection - SQLite Medium 0 0 bl
Cross Site Scripting (DOM Based) Medium 0 0 bl
SQL Injection - MsSQL Medium 0 0 bl
Log4Shell Medium 0 0 3
Spring4Shell Medium 0 0 3
Server Side Code Injection Medium 0 0 3
Remote OS Command Injection Medium 4] 4] b
XPath Injection Medium 0 0 3
XML External Entity Attack Medium 0 0 3
Generic Padding Cracle Medium 0 0 3
Cloud Metadata Potentially Exposed Medium 0 0 3
Server Side Template Injection Medium 0 0 3
Server Side Template Injection (Blind) Medium 0] 0] [
Directory Browsing Medium 4] 4] b
Buffer Onerflow Mediim 0 0 bl
Copy to Clipboard Close

Screenshot 3 - Scan result and alert details
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Criterion Screenshot evidence

Untitled Session - ZAP 2.14.0

File Edit View Analyse Report Tools Import Export Online Help

Standard Mode ~||] &2 B#%&EidEeEeEeEnE e 7@ ¥% & Be® @
@ Sites ; 47 Quick Start = Request <= Response 7Requester <=
[ | Header: Text | Body: Text ~ | []
(5 Contexts HTTP/1.1 208 OK
[£]Default Context Date: Tue, @5 Dec 2023 02:20:02 GMT
@ Sites Server: Apache/2.2.8 (Ubuntu) DAV/2

X-Powered-By: PHP/5.2.4-2ubuntu5.10

Expires: Thu, 19 Nov 1981 ©8:52:0@ GMT
Logged-In-User:

Cache-Control: public

Pragma: public

Last-Modified: Tue, @5 Dec 2023 02:28:02 GMT

</tr>

<tr>
<td style="vertical-align:top;text-align:left;background-color:#ccccff;width:10%">
<div id="smoothmenul” class="ddsmoothmenu">

# History G, Search  [¥Alerts & Output % Spider 2 Active Scan %
@8 s ¢ Cross Site Scripting (Reflected)
Alerts (31) URL http://10.0.2.4/mutilidae/index.php?page =%22%3E%3Cscript%3Ealert%281%29%3B

%309 inte
| — Tt
[ External Redirect (208) N ey
[Fi Hash Disclosure - MD5 Crypt F’arameter‘ M
U Path Traversal (4) !

R Attack: "> <script>alert(1); </scRipt>

[ Remote Code Execution - CVE-2012-1823 (28) Evidence: "> <script >alert(1); </scRipt>
[ Remote File Inclusion

- CWE ID: 79
[ SQL Injection (256)
[ SQL Injection - MySQL (5) RIS oy 3

i v Source:  Active (40012 - Cross Site Scripting (Reflected))
[ SQL Injection - Oracle - Time Based Input Vector: URL Query Strin
|8 Source Code Disclosure - CVE-2012-1823 (9) 5 : 7/ AT

Description:

|8 Absence of Anti-CSRF Tokens (3576)

|8 Application Error Disclosure (229)

|8 Content Security Policy (CSP) Header Not Set (3058)
| Directory Browsing (9)

{74 Missing Anti-clickjacking Header (2946) Other Info:
Fuvilnerable IS | ibrany

Alerts 10 U6 (18 |7 Main Proxy: localhost:8080, Qurrent Scans @0 $0 ®0 » 1 @0 /0 #0 %0

Cross-site Scripting (XSS) is an attack technique that involves echoing attacker-supplied code
into a user's browser instance. A browser instance can be a standard web browser client, or a
browser object embedded in a software product such as the browser within WinAmp, an RSS

Exporting results to a file called ‘ZAP-webscan.csv'.

X
File Edit View Analyse Report Tools Import Export Onlne Help
Standard Mode  ~ [ ] & | E@gR Ol oEo oo aSa e Ve % @ eelem
@ Sites 4 i 4% Quick Start  =» Request ¢= Response &'Requester <
@QE3 Header: Text ~ Body: Text ~ [ ] [
= Contexts HTTP/1.1 200 OK
[&] Default Context Date: Fri, 24 Nov 2023 ©3:12:48 GMT
@ Sites Server: Apache/2.2.8 (Ubuntu) DAV/2
Content-Length: 689
Save In: Dataset-20231124 v~ @ @ @88 =
nikto-webscan.csv
nmap-tcpscan. xml d><a href="/">
nmap-udpscan. xml </tr>
dress>
= History <, Searc] File Name: ZAP-webscan.csv
@ ) New Scan Prog| Tlles of Type: Al Files ~ flerts:11 ¢ Export &
Sent Messages  Filt Cancel
ID  Req. TimestampP === T e = T e esp. H... Size Resp. ... B
25...11/23/23, 11:0... 11/23/23, 11:0... GET http://10.0.2 4/twiki/binfedit/TWiki/... 200 OK ... 276 bytes 3,842 bytes
25...11/23/23, 11:0... 11/23/23, 11: GET  http://10.0.2 4/twiki/binfedit/TWiki/... 200 OK ... 276 bytes 5,051 bytes
25...11/23/23, 11:0... 11/23/23, 11: GET  http://10.0.2 4/twiki/binfedit/TWiki/... 200 OK ... 276 bytes 3,842 bytes
25...11/23/23, 11:0... 11/23/23, 11:0... GET http://10.0.2 4/twiki/binfedit/TWiki/... 200 OK ... 276 bytes 3,842 bytes
25...11/23/23, 11:0... 11/23/23, 11:0... GET http://10.0.2 4/twiki/binfedit/TWiki/... 200 OK ... 276 bytes 5,125 bytes
25...11/23/23, 11:0... 11/23/23, 11:0... GET http://10.0.2 4/twiki/binfedit/TWiki/... 200 OK ... 276 bytes 5,125 bytes
25...11/23/23, 11:0... 11/23/23, 11:0... GET http://10.0.2 4/twiki/binfedit/TWiki/... 200 OK ... 276 bytes 5,147 bytes
25...11/23/23, 11:0... 11/23/23, 11: GET  http://10.0.2 4/twiki/binfedit/TWiki/... 200 OK ... 276 bytes 5,125 bytes
25...11/23/23, 11:0... 11/23/23, 11: GET  http://10.0.2 4/twiki/binfedit/TWiki/... 200 OK ... 276 bytes 5,147 bytes
25...11/23/23, 11:0... 11/23/23, 11:0... GET http://10.0.2 4/twiki/binfedit/TWiki/... 200 OK ... 276 bytes 5,125 bytes
Alerts 1 U6 (U8 7 Main Proxy: localhost:8080 CQurrent Scans &0 @1 31 @0 A0 #H 0 O #O

Interpretation | The output of the scan provide detailed information on the alerts captured. These alerts are

of the classified into risk level priority.
obtained For example, the highest priorty resulted:
results and
issues The scan captured a total of 31 alerts, out of which 10 are high risk, 6 medium risks and 8 low risk.
identified: The high risks include vulnerabilities for:
o (Cross-site scripting (706 alerts)
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Criterion Screenshot evidence

e External Redirect (208 alerts]
e Hash disclosure MD5 crypt

e Path traversal

e SQL injection

e Remote code execution

e Remote file inclusion

OWASP-ZAP's ability to uncover security vulnerabilities aligns with various software quality
standards' requirements related to security, such as ISO/IEC 25010. By using OWASP-ZAP to assess
and address security vulnerabilities, organizations can demonstrate compliance with these
standards, ensuring that their software meets predefined quality criteria, particularly in terms of
security.

Assessor instructions: Assessors are to indicate the task result as Satisfactory (S] or Not Yet Satisfactory [NYS].

Assessor comments:

s LI NYS

Task E4 - Gather data from the Linux OS Firewall ‘iptables’

The Linux web server’s Operating System [0S] firewall [i.e. a form of virtual security service], commonly known
as ‘iptables’ provides security and access control to the web server. The 0S firewall [i.e. ‘iptables’] logs are
captured in the ‘/var/log/kern.log’ file within the ‘Metasploitable2 VM'.

In this task, you are required to gather threat data logged by the firewall by doing the following.

a. Transfer the /var/log/kern.log file from the ‘Metasploitable2 VM’ to the ‘Kali Linux VM'. To do this, you
may use an appropriate file transfer protocol (e.g. ftp] from the ‘Kali Linux VM’ or another suitable
method [e.g. via folder sharing, removable device].

b. Create a log file that only contains all incoming traffic from the iptables firewall. To do this, filter the
contents of the ‘kern.log’ file (which was transferred to the ‘Kali Linux VM'] using the log-prefix “## # #
Firewall ####” and obtain only the logs relevant to iptables. Save the result into a new file called
‘firewall-logs.txt’

c. Verify that the ‘firewall-logs.txt’ contains the log events from iptables firewall.

d. Provide evidence of completing this task in ‘Table 5°, by including:

o 1-3 screenshots of the process used when performing this task
o aninterpretation of the obtained results and a brief explanation of how this information is useful
when detecting threats and vulnerabilities. (Word count: 55-90 words])

Evidence of performing task E4:

Assessor instructions: Assessors are to indicate the task result as Satisfactory (S) or Not Yet Satisfactory [NYS]).

Assessor comments:

s LI NYS

Students must:

e perform the task using appropriate tools to filter and collect the required log events as shown in the
screenshots provided.
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Note: The students should use the ‘Metasploitable2 VM’ IP address to specify the target web server,
according to the configuration of their simulated virtual environment.

e correctly interpret information from the scan results obtained. The interpretation is likely to include
different wording than the sample answer provided. However, the acceptable responses must:
o be within the specified word limit
o reflect the characteristics described in the exemplar answer.
A sample answer is provided below.

Table 5 - Answer table for Task E4

Criterion Screenshot evidence

‘0S Firewall’ Screenshot 1- Accessing the /var/log/kern.log from the ‘Metasploitable2 VM’ using the ftp
logs: protocol.
Dataset-20;31124
~/Dataset-20231124]
0 Loé n suc
oy mode to transfer files.
@ KiB 41.91 MiB/s
Screenshot 2 - Using command-line to filter the log records that only contain the log-prefix
‘HHHH Firewall ####' and saving to firewall-logs.txt.
~/Dataset-20231124
kern.log ! "iHER Fix
)-[~/Dataset-20231124
File Actio Edit View Help
~/Dataset-20231124
firewall-logs.txt
Nov
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Criterion Screenshot evidence

Interpretation | The firewall log captures the following information:

of the e source and destination IP and MAC addresses
obtained e DPT=80 traffic [that is destination port 80 web traffic)
results: e Timestamp of in/out traffic

e The connection interface # [e.g. eth0]

e Protocol type weather TCP/UDP

e Len - size of the packet transferred
This information is useful when identifying the specificst of any malicious device access
attempts to the web server.

Assessor instructions: Assessors are to indicate the task result as Satisfactory [S) or Not Yet Satisfactory [NYS].

Assessor comments:

s LI NYS

Appendix 1. Assessment submission checklist

Submit a PDF version of this completed assessment document. Make sure you have also included each of the
following files as evidence of your performance. Remember to create a compressed folder for each module
before uploading them for submission.

Part B: Assess hardware quality standards

O

B1 | Three (3] screenshots and written interpretation and outcome

O

B2 | One (1] screenshot and written explanation of benchmark test

Part C: Run commmand-line tools

C1-4 | One to four (1-4) screenshots O

Part D: Apply organisational procedures

O

D1-3 | Three (3] screenshots

Part E: Collect threat data using command-line tools

E1 | Two (2] screenshots and interpretation

E2 | One (1) screenshot and interpretation

E3 | Three to five [3-5) screenshots and interpretation

gl g oo

E4 | One to three (1-3] screenshots and interpretation

Assessment feedback

Assessors are to indicate the assessment outcome as Satisfactory (S] or Not Yet Satisfactory [NYS).

Assessor comments: s 1 NYS
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Congratulations, you have reached the Assessment 5!

4

Except as permitted by the copyright law applicable to you, you may not reproduce or communicate any of the content on
this website, including files downloadable from this website, without the permission of the copyright owner.

© UP Education Online Pty Ltd 2023

WARNING

This material has been reproduced and communicated to you by or on behalf of UP Education in accordance with section
113P of the Copyright Act 1968 [the Act].

The material in this communication may be subject to copyright under the Act. Any further reproduction or communication
of this material by you may be the subject of copyright protection under the Act.

Do not remove this notice.
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