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Assessment Instructions

Task Overview

This Project assessment is divided into five (5] parts. Read the simulated environment set-up and resource
information in Part A and complete the associated tasks in Parts B, C, D and E. Project tasks include completing
documentation and/or templated written communication, such as emails.

Please provide all required screenshot evidence and written responses in the spaces provided.

Important: Before commencing your work, you must update your Student name and Student numberin the
footer from page 2 onwards.

Additional Resources and Supporting Documents
ICTSAS530_06_Project_Scenario documents [compressed/zipped folder] - This folder contains the following
scenario documents and templates required for completing the tasks in this assessment.

e AUS Retail_Email_template.docx

e AUS Retail_Report_template.docx

e AUS Retail_Records management policy.pdf

e AUS Retail_Stakeholder communication policy.pdf

Assessment Information

Submission

You are entitled to three (3] attempts to complete this assessment satisfactorily. Incomplete
assessments will not be marked and will count as one of your three attempts.

All questions must be responded to correctly to be assessed as satisfactory for this assessment.

Answers must be typed into the space provided and submitted electronically via the Learning
Platform. Hand-written assessments will not be accepted unless previously arranged with your
assessor.

Reasonable adjustment

Students may request a reasonable adjustment for assessment tasks.

Reasonable adjustment usually involves varying:

- the processes for conducting the assessment [e.g. allowing additional time]

- the evidence gathering techniques (e.g. oral rather than written questioning, use of a scribe,
modifications to equipment]

However, the evidence collected must allow the student to demonstrate all requirements of the unit.

Refer to the Student Handbook or contact your Trainer for further information.

A
S Please consider the environment before printing this assessment.
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Part A: Project scenario

All tasks in this assessment refer to a simulated environment where conditions are typical of a work
environment that is experienced in the information and communications technology (ICT] field of work. The
scenario relates to a fictitious retail business organisation called 'AUS Retail'.

Read the case study scenario carefully before completing the tasks in Part B.

Al. Company background
e Company background

AUS Retail started as a single retail store based in Sydney, NSW. They now have retail store locations across
several other states and territories in Australia, and the business continues to grow.

The company manages a large volume of sensitive data, including customer information, financial
transactions, inventory details, and employee records. To ensure the security of this data and maintain the
trust of its customers, AUS Retail needs to implement robust network security measures.

e Yourrole

You work at AUS Retail as a Network Administrator. You are responsible for selecting, operating and testing an
array of networking tools to maintain the network security of the existing network.

e Project sponsors and key stakeholder contacts

The key project sponsors are the following AUS Retail stakeholders to whom you must directly report regarding
the project's progress.

o Chief Information Security Officer [CISO): (David.Smith@ausretail.com.au]
o IT Systems and Security Manager: Alex Dawson [Alex.Dawson@ausretail.com.au]

A2. Equipment and resources

To carry out the assigned job tasks, you must have access to:

e acomputerinstalled with an operating system

o areliable internet connection

e industry software packages such as:
o Web browsing software (e.g. Microsoft Edge, Firefox, Chrome, Safari]
o Microsoft Office software [e.g. WORD, Excel]
o APDF reader

A3. Organisational policies and procedures

You are provided with the following organisational policies, procedures and document templates required for
your job tasks.

o AUS Retail_Email_template.docx - This template is referred to in the ‘AUS Retail_Stakeholder
communications policy.pdf’ and must be used when drafting emails to AUS Retail’s stakeholders.

e AUS Retail_Report_template.docx - This report template should be used when reporting on the risk
analysis findings and recommendations within the organisation’s systems.

ASSESSOR GUIDE CTSAS530 Use network tools
Page 3 of 14



mailto:David.Smith@ausretail.com.au
mailto:Alex.Dawson@ausretail.com.au

o AUS Retail_Stakeholder communications policy.pdf - includes organisational procedures,
communication protocols and standards used when engaging with key stakeholders in the organisation
and also includes records management, document access and sharing procedures.

Part B: Create risk analysis report

To complete this part of the assessment, you are required to:

refer to the relevant organisational templates outlined in Part A, section A3 of this assessment

o refer to the risk analysis findings from the previously completed portfolio assessment
(ICTSAS530_05 Portfolio.docx)

e record textual and numerical data in a format specific to requirements.
e use problem-solving techniques to analyse outcomes and manage networks

Scenario:

You have previously conducted tests using a variety of network tools and have gathered threat data for risk
analysis.

You are now tasked with documenting the risk analysis findings in a formal report according to the
organisation’s reporting structure and layout.

Tasks:

Create a report documenting the risk analysis findings using the AUS Retail’s report template.
Your report must include the following:
B1. A summary of the risk analysis tests conducted using (at least three] different types of network tools.
(Word count: 40-65 words for each tool]
Note: You may include screenshots of the test results where applicable.
B2. Distinguish the features between the three (3] different types of industry-recognised network tools used

to conduct tests and outline how each can be used to maintain high-security networks (word count: 75-100
words for each tool).

B3. An outline of the network vulnerabilities and issues identified (word count: 100-125 words).

B4. Recommendations of computer safeguard guidelines according to the risk analysis findings (word
count: 150-200 words].

Evidence of performing the task(s]:

IMPORTANT: You must upload a copy of your completed threat analysis report with this assessment document
for marking.

Assessor instructions: Assessors are to indicate the task result as Satisfactory (S] or Not Yet Satisfactory [NYS).

Assessor comments:

s LI NYS

The student must demonstrate learning skills by identifying applicable organisational procedures for creating
reports.
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Students are likely to use different wording than the answer guidelines provided. However, the acceptable
responses must:

e Dbe within the specified word limit

o reflect the characteristics described in the answer guidelines

e use the organisation’s report template.

A sample answer is provided below.

AUS
Retail

Risk analysis report

Report prepared by: <Student Full Name> [Network Administrator at AUS Retail]

Date: <dd/mm/yyyy>

Contents:

1. Tests conducted and tools used
1.1 Network scan using ‘nmap’
1.2 Web server scan using ‘nikto’
1.3 Web application vulnerability scan ‘OWASP-ZAP’
1.4 Differentiation between the types of tools used

1. Tests conducted and tools used

Nmap, Nikto, and OWASP ZAP are all tools used for different aspects of network and web application security
testing. Here's a brief overview of each tool and how they can be used to maintain high-security networks:

1.1 Network scan using ‘nmap’
Nmap is a powerful network scanning tool used for discovering hosts and services on a computer network.

TCP and UDP port scans conducted using nmap results helped identify whether any unwanted ports are open
that are not required for the operation of the web server [port 80, 443 are the required ports, anything else is not
necessary and should be closed).
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1.2 Web server scan using ‘nikto’

Nikto is a web server scanner that performs comprehensive tests against web servers for multiple items,
including dangerous files/CGls, outdated server software, and other potential vulnerabilities.

Using the tool ‘nikto’ helps to identify details of the web service [scanning the web host 10.0.2.4 specifically the
http port 80]
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1.3 Web application vulnerability scan using ‘OWASP-ZAP’
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Case

OWASP ZAP is an open-source
web application security scanner
used for finding security
vulnerabilities in web
applications during the
development and testing
phases.

The output of the scan provide
detailed information on the
alerts captured. These alerts are
classified into risk level priority.

1.4 Differentiation
between the types of tools

used
Criterion | Nmap Nikto OWASP-ZAP
Features | Port scanning: Nmap can Checks for outdated Automated scanning: ZAP can

identify open ports on target
systems, which helpsin
understanding the network's
topology and potential attack
vectors.

Service detection: It can detect
the services running on
discovered ports, providing
information about the software
versions and configurations.

0S detection: Nmap can
attempt to determine the
operating system of the target
hosts based on various
characteristics.

software versions: Nikto
identifies old versions of web
server software and known
vulnerabilities associated with
them.

Checks for common
misconfigurations: It looks for
common web server
misconfigurations that could
lead to security vulnerabilities.

Identifies potentially
dangerous files: Nikto scans
for potentially dangerous files
and CGl scripts that may be
accessible on the web server.

perform automated scans of web
applications to identify common
security vulnerabilities such as
cross-site scripting (XSS], SQL
injection, and insecure
configurations.

Manual testing capabilities: It
provides tools for manual testing,
allowing security professionals to
interact with web applications and
analyze their behavior for
vulnerabilities.

API support: ZAP offers API
support for integration with other
security tools and processes.

Usein
high-
security
networks

Nmap can be used to regularly
scan the network for any
unauthorised or unexpected
services running on hosts. It
helps in identifying potential
vulnerabilities and
misconfigurations that could be
exploited by attackers.

Nikto can be used to regularly
scan web servers and web
applications within the
network for vulnerabilities and
misconfigurations. It helpsin
identifying and remediating
potential security weaknesses
before they can be exploited
by attackers.

OWASP ZAP is valuable for
assessing the security of web
applications deployed within the
network. Regular scans with ZAP
can help identify and remediate
vulnerabilities in web applications,
reducing the risk of successful
attacks targeting those
applications.
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2.

Network vulnerabilities

According to the results obtained from the web server scan, the nikto tool had identified vulnerabilities such as:

outdated web server software [Apache]

‘The X-Content-Type-Options header is not set’ - The result further states that this could allow the user
agent to render the content of the site in a different fashion to the MIME type. The results also provide
useful references to the type of vulnerability found.

The network vulnerability scan conducted using OWASP-ZAP captured a total of 31 alerts, out of which 10 are
high risk, 6 medium risks and 8 low risk. The high risks include vulnerabilities for:

3.

Cross-site scripting [706 alerts]
External Redirect (208 alerts)
Hash disclosure MD5 crypt
Path traversal

SQAL injection

Remote code execution
Remote file inclusion

Computer safeguard guidelines

Implementing these safeguard guidelines can significantly enhance the security posture of the network and
mitigate the risks associated with the mentioned vulnerabilities. Regular security assessments and updates
should be performed to ensure ongoing protection against emerging threats.

Outdated web server software [Apache]:

Regularly update the Apache web server software to the latest stable version released by the Apache
Software Foundation.

Employ a system to monitor for new updates and security advisories related to Apache software.
Establish a patch management process to apply security patches promptly after they are released.
Use vulnerability scanning tools to identify outdated software versions and prioritise updates
accordingly.

Cross-site scripting [XSS]:

Implement strict input validation on both client and server sides to prevent malicious input from being
processed.

Encode user-controlled data before rendering it to prevent it from being interpreted as code.
Implement a Content Security Policy to restrict the sources from which content can be loaded on web
pages.

SQL injection:

Use parameterised queries or prepared statements in database interactions to prevent SQL injection
attacks.

Validate and sanitise user input before using it in SQL queries.

Limit the database user's permissions to only what is necessary for its intended functionality.

Part C: Digitally store documentation
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To complete this part of the assessment, you are required to:

o referto the relevant organisational policies and procedure documents outlined in Part A, section A3 of
this assessment

e use the risk analysis report you created in Part B of this assessment
o store threat data documentation to key stakeholders following organisational policy and procedure.

Scenario:

You have created a threat analysis report documenting the results and findings. Now you are tasked with
storing the documentation according to the organisation’s records management policy and procedures
outlined in section 2 of the ‘AUS Retail_Records management policy.pdf’.

asks:

‘

Rename and save the risk analysis document appropriately according to the organisation’s records
management procedure.

Note: Assume that your Student account’'s OneDrive is the organisation’s cloud storage. Create a folder in your
OneDrive called ‘AUS Retail’ and demonstrate how you would store the risk analysis documentation within this
folder. Provide a screenshot as evidence of storing the documentation under ‘Evidence of performing the
task(s]".

Evidence of performing the task(s]:

Provide here a screenshot(s) showing how risk analysis documentation is stored.

Assessor instructions: Assessors are to indicate the task result as Satisfactory (S] or Not Yet Satisfactory [NYS].

Assessor comments:

s LI NYS

The screenshot provided by the student should indicate a folder structure on the student’s OneDrive cloud
storage, similar to the following, to show that they have followed the organisation’s policies and procedures for
storing documents. Note: The version number [e.g. V1.0, V2.0] may differ depending on the document revisions
the student would have worked on before the final version is created.

A sample answer is provided below.
AUS Retail_Risk Analysis

Archive

e AUS Retail_Risk Analysis Report_V1.0.docx
e AUS Retail_Risk Analysis Report_V2.0.docx
e AUS Retail_Risk Analysis Report_V2.0.pdf
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Part D: Control access to digitally stored documentation

To complete this part of the assessment, you are required to:

o referto the relevant organisational policies and procedure documents in Part A, section A3 of this
assessment

e use the threat data analysis report you have stored in Part F of this assessment
o distribute threat data documentation to key stakeholders following organisational policy and procedure.

Scenario:

You have prepared a risk analysis report and have stored it in the cloud storage according to AUS Retail’s
policies and procedures.

The key stakeholders, David Smith (Chief Security Officer] and Alex Dawson (IT Systems and Security Manager],
have requested you send them a copy of the completed risk analysis report for reference.

To ensure the key stakeholders can access the distributed document, you will follow AUS Retail's document
access and sharing policy and procedures outlined in section 3 of the ‘AUS Retail_Records management
policy.pdf'.

Tasks:

Distribute the threat data analysis report to the key stakeholders following organisational policy and
procedures.
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To demonstrate completion of this task, you must provide a screenshot showing the share settings of the
document. The captured screenshot must provide evidence that you are:

e sharing the document with the key stakeholders
e granting only the required level of access to the key stakeholders
e including a brief message to provide context to the shared document (Word count: 25 - 35 words].

Evidence of performing the task(s):

Assessor instructions: Assessors are to indicate the task result as Satisfactory (S] or Not Yet Satisfactory [NYS).

Assessor comments:

0s LI NYS

The student must demonstrate:

e learning sKills by identifying applicable organisational procedures for distributing threat data
documentation
e distributing the threat analysis report via cloud storage share settings
o addressing the relevant personnel (David Smith and Alex Dawson)
o providing ‘View’ only access
o including a clear short message indicating what the document is and why it is shared.

Note: Students are likely to use different wording than the sample answer provided. However,
the acceptable responses must:

= be within the specified word limit
= reflect the characteristics described in the benchmark answer

A sample answer is provided below.

@ [ @& RiskAnalysis Project- OneDrive X | +

®
L
<~ @] ) hittps;//myacg-mysharepoint.co... B & AY Y ] [} o

Share "AUS Retail_...rt_vV2.0.pdf"

& David Smith, Alex Dawson

\__‘___________,_.-"

& Hi David and Alex,
I'm sharing the final version of the risk analysis report for your
reference.

Kind regards,
<Student Name> @

People you specify can view.

Part E: Report issues and present recommendations
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To complete this part of the assessment, you are required to:

e readthe scenarioin Part A

o referto the organisational documentation and guidelines for using organisational templates

o referto the risk analysis report stored and made accessible in Parts B, C and D of this assessment
e present project sponsors your recommendations as a result of the risk analysis via email.

Draft an email addressing the AUS Retail stakeholders (project sponsors) presenting them with a summary of
the recommendations along with a link to access the final PDF version of the risk analysis report.

Important: When drafting the email, you must:

E1. report issues identified as a result of the running command-Lline tools

E2. present a summary of your recommendations as a result of the risk analysis findings within the body
of the email

E3. include a OneDrive link to access the PDF version of the risk analysis report
E4. use AUS Retail's standard email template to draft the email.

(Word count: 165 - 200 words in the email body].

Portfolio of evidence: [Drafted email to project stakeholders]

Draft your email in the space given below.

Assessor instructions: Assessors are to indicate the task result as Satisfactory (S] or Not Yet Satisfactory [NYS].

Assessor comments: 1S 1 NYS

The student must present their recommendations to the stakeholders via email.

Student responses are likely to include different wording than the sample answer provided. However, the
acceptable responses must:

e be within the specified word limit [for the email body])

o reflect the characteristics described in the exemplar answer

A sample answer is provided below.

Lastname, Firstname

From: Lastname, Firstname

Sent: Monday, 22" February 2024 4:00 PM

To: David Smith_[David.Smith@ausretail.com.au], Alex Dawson [Alex.Dawson@ausretail.com.au]
Subject: Risk analysis report

Hi David and Alex,
| hope this email finds you well.

| am writing to present you with a summary of the recommendations as a result of the risk analysis findings.
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We will need to implement the following computer safeguard guidelines as soon as possible, in order to

enhance the security posture of the network and to mitigate the risks associated with the vulnerabilities we've

found from the analysis.

o Update the web server software [Apache] to the latest stable version released by the Apache Software
Foundation.

e |mplement strict input validation on both client and server sides to prevent malicious input from being
processed.

o Use parameterised queries or prepared statements in database interactions to prevent SQL injection
attacks.

To ensure ongoing protection against emerging threats we will need to conduct regular security assessments

and updates.

Here's the link to access the final version of the risk analysis report. AUS Retail Risk Analysis Report V2.0.pdf. If
you have any questions, feedback, or concerns, please don't hesitate to reach out to me directly.

Thanks and kind regards,
Firsthame Lastname

Network Administrator
Firstname.Lastname@ausretail.com.au

AUS G=
Retail

Before printing this email, please consider the environment.
This message may contain privileged information or confidential information or both and is intended for the recipient named. If you are not the intended addressee, please
delete it and notify the sender.

Appendix 1: Assessment submission checklist

Submit a PDF version of this completed assessment document. Make sure you have also included each of the
following files as evidence of your performance. Remember to create a compressed folder for each module
before uploading them for submission.

Part B: Create a threat analysis report

Submitted copy of the threat analysis report ]

Part C: Digitally store documentation

One (1] screenshot of document storage 0

Part D: Control access to digitally stored documentation

One (1) Screenshot of the share settings of the document in cloud storage. U

Part E: Report issues and Present recommendations

Drafted an email to project sponsors to present recommendations. Ll

Assessment feedback

Assessors are to indicate the assessment outcome as Satisfactory (S] or Not Yet Satisfactory [NYS).
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http://Firstname.Lastname@ausretail.com.au

Assessor comments: s 1 NYS

</

Congratulations, you have reached the Assessment 6!

© UP Education Online Pty Ltd 2023

Except as permitted by the copyright law applicable to you, you may not reproduce or communicate any of the content on
this website, including files downloadable from this website, without the permission of the copyright owner.

WARNING

This material has been reproduced and communicated to you by or on behalf of UP Education in accordance with section
113P of the Copyright Act 1968 [the Act).

The material in this communication may be subject to copyright under the Act. Any further reproduction or communication
of this material by you may be the subject of copyright protection under the Act.

Do not remove this notice.
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