Getting Internet access from labs in Practice Labs

When you create a VM connected to the external switch in Practice Labs you will end up with an IP
address starting 169.254. This is called an APIPA (Automatically Provisioned IP Address). These
addresses as used when no DHCP is available, and a static address has not been configured. It
can’t go anywhere.

The networks that have been provisioned within Practice labs are very specific in the IP addressing
that can be used to access the Internet. The provided host has the IP configuration.

IP address: 192.168.0.1

Subnet Mask: 255.255.255.0 (=24 bits)

Prefix Length: 24 (another way of stating the subnet mask)
Default Gateway: 192.168.0.250

The IP addresses that can be used to access the internet are 192.168.0.[1 - 7]

Configuring an IP address in Windows 11

As with most Microsoft products there are a number of ways to do things. For example, to access
the network settings there are three common ways to do it. This document only includes one. Itis
being used because Microsoft uses it in some of their documentation.

If configuring a Windows 11 workstation will start by type “network” into the search box

All Apps Documents  Web More v

Best match

Settings
System

Related: "network and internet”
Apps
= Control Panel
Settings
Network status
Check network status
Network reset
% Find and fix network problems
Ethernet settings
View your network properties
Show available networks
Search the web

O Network - See web results

© network and sharing center

ECT -




And open the settings result.
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Go to Properties under Ethernet and then scroll down to IP settings
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Click the edit button and the drop down to “Manual”

Edit IP settings
Automatic (DHCP)

Manual

Save Cancel

Two extra options appear and enable IPv4 and enter the following details

IP Address from range of 192.168.0.2 to 192.168.0.7

Subnet prefix length: 24

Gateway: 192.168.0.250

Preferred DNS: Any public DNS server — suggest 1.1.1.1 (Cloudflare) or 8.8.8.8 (Google). For other
options see https://www.lifewire.com/free-and-public-dns-servers-2626062.


https://www.lifewire.com/free-and-public-dns-servers-2626062
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Once have entered the required details click save and the details will be displayed. Note that the
same IP address cannot be used in two machines that are running at the same time.
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To verify have Internet access type cmd in the search box
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And click on “Command Prompt”.

In the resulting command line environment type ping 1.1.1.1 (or IP address of DNS server entered
into configuration) to verify access to the DNS server
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Now ping a common website by name (e.g. www.microsoft.com) to verify DNS working properly


http://www.microsoft.com/

You have verified that you have functioning Internet access. You may get four “request timed out” if
the website does not respond to ping (also called ICMP echo) requests.

While the IP addressing will be the same the way of configuring will be different, even for different
versions of Windows.

These can also be done using tools such as the net command and PowerShell commands.



